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Copyright
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Avaya Fraud Intervention

If you suspect that you are being victimized by toll fraud and you need technical assistance or support, call Technical Service
Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the United States and Canada. Suspected security
vulnerabilities with Avaya Products should be reported to Avaya by sending mail to: securityalerts@avaya.com.

For additional support telephone numbers, see the Avaya Support web site (http://www.avaya.com/support).

Trademarks

Avaya and the Avaya logo are registered trademarks of Avaya Inc. in the United States of America and other jurisdictions.
Unless otherwise provided in this document, marks identified by “®,” “™” and “SM” are registered marks, trademarks and
service marks, respectively, of Avaya Inc. All other trademarks are the property of their respective owners.

Documentation information
For the most current versions of documentation, go to the Avaya Support web site (http://www.avaya.com/support) or the IP
Office Knowledge Base (http://marketingtools.avaya.com/knowledgebase/).

Avaya Support
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IP Office SIP Extensions:

1. IP Office SIP Extensions

IP Office 5.0 and higher supports the use of SIP extension devices with the IP Office system. These can be SIP phones,
SIP software clients or traditional analog devices attached to the SIP Analog Telephony Adapter (ATA).

Within the IP Office configuration, SIP extensions are licensed using the IP End-points license which is also used for
non-Avaya H323 IP extensions. The number of SIP extensions supported is subject to available licenses and to the
normal extension limits of the IP Office control unit being used.

This document provides notes on registering SIP devices with the IP Office system. It assumes that you are familiar with
IP Office configuration using IP Office Manager, System Status Application and System Monitor.

This document only covers basic registration with the IP Office. Full configuration of the SIP extension device or client
software will be covered by the manufacturer's own documentation.

SIF
softphone

{ LAM

S ATA,

e No NAT
Connection of SIP extension devices from locations where Network Address Translation (NAT) is applied to the
connection is not supported. The IP Office does not provide NAT traversal services (for example STUN or TURN)
for SIP extension devices.

e Multiple Line SIP Devices
Some SIP devices can support multiple lines or user accounts, each configured separately. If used with an IP
Office each SIP line requires a separate IP Office SIP extension, user and license. Note this refers to a SIP device
that can handle multiple simultaneous calls itself and not one that is handling multiple calls by holding them on the
IP Office/receiving call waiting indication for waiting calls on the IP Office.

o The IP Office is the SIP Registrar and SIP Proxy
In most cases, a SIP extension device is configured with settings for a SIP registrar and a SIP proxy. For SIP
devices connecting to an IP Office the LAN1 or LAN2 IP address on which the SIP registrar is enabled is used for
both roles.

o IP Office Voice Compression = SIP Audio Codec
Unlike H323 IP devices which always support at least one G711 codec, SIP devices do not support a single
common audio codec. Therefore it is important to ensure that the IP Office SIP extension codecs match a codec for
which the SIP device is configured.

o IP Office Call Waiting = SIP 'REFER’
For the IP Office user associated with a SIP extension, Call Waiting should be enabled if the SIP device supports
REFER. This is required for functions such as transferring calls.

* Phone Features
Beyond basic call handling via the IP Office (see the features listed below), the features available will vary between
SIP devices and Avaya cannot make any commitments as to which features will or will not work or how features
are configured.

o Answer calls. « Hold. ¢ Voicemail Collect.
o Make calls. ¢ Unsupervised Transfer. e Set Forwarding/DND.
¢ Hang Up. ¢ Supervised Transfer. e Park/Unpark.
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1.1 Licensing

SIP Extensions are within the IP Office configuration use IP End-points licenses. Successful registration consumes one

license count.

This license is also used for non-Avaya H323 IP extensions. There must be sufficient licenses for the number of

extensions required.

Licence Type

%= 1600 Seties Phones

e Advanced Small Commmunity Metwarking
S CCC Server

e CCR Agent

Licences |

Licence Key IFXBhEI\,.f@T5ij4SwNy5EDBangijrwbc

Licence Type |IF' End-points

Licence Skatus I'-.-'alid

e CCR COC UPG [
e CCR SUP
&= IP End-paints :l—

% IPSO0 Upgrade Standard bo Professional
8= IPS00 WCM Channels

Instances IED

E:xpiry Date INever
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IP Office SIP Extensions: Licensing

1.2 Enabling SIP Extension Support

Once the IP Office system has valid IP End-points licenses| 8%, it can support SIP extensions on its LAN1 and/or LAN2
interfaces.

1. Note that changing the SIP registrar settings of an IP Office system requires the IP Office system to be rebooted.

2.Using IP Office Manager, receive the IP Office system configuration.

3.Select  ~ System.
4.Select either the LAN1 or LAN2 tab as required.

5.Select the VOIP sub-tab.
Systern | LANY L anz | DMS | Woicemail | Telephony | Direckory Services || Systern Events

LAM Settings

H323 Gatekeeper Enable
SIP Trunks Enable
SIP Registrar Enable

RTP Port Murmber Range
H323 Auko-create Extn

4r

Port Range (Minimum) (19152

4

[] H323 Auko-create User Fart Fange (Maximum) (33246

Enable RTCP Monitarin
d

on Pork 5005
DiffSery Settings
B 3| DSCR(Hex) [FC % | DSCPMask(Hex) 88 5| SIG DSCP (Hex)
46 | Dscp 63 | DSCPMask 34 3| SIGDSCP
DHCP Settings
Primaty Site Specific Option Mumber (550M) 176 E
Secondary Site Specific Option Mumber (S50M) (242 "
WLARN Mot Present b

6.Check that SIP Registrar Enable is selected.

7.Select the SIP Registrar sub-tab.
System | LAML |1 aNZ | DNS || Voicemail | Telephony | Directory Services | Swstem Events | SMTP | SMDR | Twinning

L&M Setkings || YoIP | Mebwork Topology | SIP Registrar

Domain Marne

Laver 4 Prokocol Both TCP & UDP »
TCP Part 5060 E
LIDP Pork 5060 E
hallenge Expiry Time (secs) |10 "
Auto-create ExtnfUser

e Domain Name: Default = Blank
This is the local SIP registrar domain name that will be needed by SIP devices in order to register with the IP
Office. If this field is left blank, registration is against the LAN IP address. The examples in this documentation

all use registration against the LAN IP address.
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e Layer 4 Protocol: Default = Both TCP & UDP

The transport protocol for SIP traffic between the IP Office and SIP extension devices. Both TCP and/or UDP
can be used.

e TCP Port: Default = 5060
The SIP port if using TCP. The default is 5060.

e UDP Port: Default = 5060
The SIP port if using UDP. The default is 5060.

e Challenge Expiry Time (sec): Default = 10
The challenge expiry time is used during SIP extension registration. When a device registers, the IP Office SIP
Registrar will send a challenge back to the device and waits for an appropriate response. If the response is
not received within this timeout the registration is failed.

e Auto-create Extn/User: Default = On
If this option is selected, the IP Office will automatically create user and SIP extension entries in its
configuration based on SIP extension registration. If this method is being used for installation, it is important
to check that the settings created match the SIP device. It is also important to deselect this option after
installation of the SIP extension devices.

8.Send the configuration back to the IP Office.
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IP Office SIP Extensions: Enabling SIP Extension Support

1.3 SIP Extension Settings

SIP extensions can be created manually using | SIP Extension or automatically created| 143 during SIP device
registration. Even if auto-created, the extension settings created in the IP Office configuration should be checked during

installation.

This section looks just at the key configuration settings that affect SIP extension devices.

1.Select € Extensions and locate the SIP extension. Select the Extn tab.

Extension Id |a|:n:|a
[ Base Extension I334
Caller Display Type IOn j
Feset Yalume After Calls [
Device type [ Unknown SIP device

Module IU
Port: IEI

Disable Speakerphone r
[F-:uru:e Autharisation v j

e Base Extension

This should match the Extension setting of the SIP user added to the IP Office configuration.

¢ Force Authorization: Default = On

If enabled, SIP devices are required to register with the IP Office system using the Name and Login Code
configured for the user within the IP Office configuration.

2.Select the VoIP tab.
' | 38 Fax |

IP Address IEI N

Compression Mode I.ﬁ.utnmatic Select

Lef Lo Lol
Clim B

<]

TOM-=IP Gain | Default
IP-=TDM Gain [
DTMF Support |rFczs3s

¢ Compression Mode

-

|

YoIP Silence Suppression
Fax Transport Suppork
Local Hold Music

Allows Direct Meadia Path
Re-invite Suppaorted

User Offered Codec

The selected mode must match an audio codec supported by the SIP device. If set to Automatic Select, then
the codecs supported by the IP Office are set through the configuration option System | Telephony |

Telephony | Automatic Codec Preferences.

¢ User Offered Codec

If the SIP device is configured with a preferred first codec, enabling this option ensures that codec is used

on calls to the SIP device.

e DTMF Support

This can be set to one of the two common methods used by SIP devices; RFC2833 or Inband. The selection
should be set to match the method used by the SIP device. However, if the method is not known or can vary
on a per call basis, deselecting Allow Direct Media Path allows a VCM channel to be used for DTMF support

when necessary.

¢ Local Hold Music

Select this option if the SIP device supports its own hold music source.

¢ Re-invite Supported

If the SIP device is able to receive REINVITE messages select this option.

SIP Extensions
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1.4 SIP User Settings

SIP users can be created manually using | User or automatically created[ 144 during SIP device registration. Even if
auto-created, the user settings created in the IP Office configuration should be checked during installation.

This section looks just at the key configuration settings that affect SIP extension devices.

1. Select a User and locate the SIP extension user. Select the User tab.

|'-.-'|:|||:ema|| I DR I ShortCodes | Source Mumbers | Telephony | Forwarding | Cial In | Woice Recording |

|Exctnaz4 J
Passward |
Confirm Password |
Full Mame |
[ Extension |334 J
Locale | 4
Priority Is |

[ Ex Directaory

[T Enable ane-% Portal Services

Device | Unknown SIP device
Twpe

¢ Name
If the SIP extension is set to Force Authorization (the default), this field is used as the Authorization

Name that must be set in the SIP device's configuration.

+ Extension
This should match the SIP ID of the SIP device and the Base Extension setting of the SIP extension in the IP

Office configuration.
2.Select the Telephony | Call Settings tab.
Iser | Y oicermnail I DD | ShortCodes | Source Mumbers  Telephony |F|:|rwaru:||n|;| | Dial I I Woice Recording |

Supervisor Sektings | Mulki-line Opkions | Call Lag |

Cutside Call Sequence IDeFauIt Ring j I: v cal W'aiking On j
Inside Call Sequence IDeFauIt Ring j ¥ answer Cal Waiting On Hold (&r
Ringback Sequence IDeFauIt Ring j r Busy On Held
Mo Answer Time (secs) ISystem Default (153 ::I [T offhook Station
Wrap-up Time (secs) |2 ::I r System Phone

=

TransFer Return Time (secs) IOFF

Call Cost Mark-Up [toa

e Call Waiting On
Most SIP devices require this setting to be enabled in order to allow features such as transferring calls.
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IP Office SIP Extensions: SIP User Settings

3.Select the Telephony | Supervisor Settings tab.
Iser | Yoicemail I DD | ShorkCodes | Source Mumbers  Telephony |F|:|rwar|:|ing | Cial In I ‘oice Recording

all Settings  Supervisor Settings I Mulki-line Cptions | all Log |
[Lngin Code I**** J ™ Farce Login
Login Idle Period (secs) I ™ Force Account Code
Manitor Group I “Mone= j
Coverage Group I <MNone= j
Skatus on Mo-Answer ILDgged On (Mo change) j r Cubgoing Call Bar
Reset Longest Idle Time ™ Inhibit OFf-Switch Forward) Transke
o all calls ™ can Intrude
£ External Incoming ¥ Cannct be Intruded
™ Can Trace Calls
[T cor agent
After Call Wark Time [secs) IS';.-'stem Default {10) ﬁ ™ Automatic After Call Mork

e Login Code
If the SIP extension is set to Force Authorization (the default), this field is used as the Authorization
Password that must be set in the SIP device's configuration.
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1.5 Allowing SIP Extn/User Auto Creation

1. Note that changing the SIP registrar settings of an IP Office system requires the IP Office system to be rebooted.

2.Using IP Office Manager, receive the IP Office system configuration.

3.Select  ~ System.
4. Select either the LAN1 or LAN2 tab on which the SIP registrar is enabled.
5.Select the SIP Registrar sub-tab.

Systemn | LAMNL |LF'.N2 CNS | Woicemail | Telephony || Directory Services | System Events | SMTP || SMDR | Twinning

LAM Setkings | voIP || Metwork Topology | SIP Registrar |

Domain Mame |

Layer 4 Praokocal Both TCP & UDP % |

TCP Port S0a0 :
UDP Pork S0e0 ¢
Challenge Expiry Time (secs)

Auta-create ExtnfUser

6.Change the Auto-create Extn/User settings to the state required.

7.Send the configuration back to the IP Office.

1.6 System Monitor

The status of the SIP extensions in the IP Office configuration can be viewed in System Monitor. Select Status | SIP

Phone Status. to display the SIP extension list.

W=

Total Configured: 1 YWaiting 1 secs for update

Total Registered: 1 Registered Statu: IR EREERRRRRRRREEER

E sty Mum | P Address | Transpart | |1zer Aagent | SIPO... | Statuz
i334 19216842203 UDP #-Lite releaze 1103d stamp 53117 R SIF: Registered

1| | i

Digplay Option )
’75' Show Al ™ Registered  © UnFegistered Py Ll
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Chapter 2.
SIP Device Configuration
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2. SIP Device Configuration

This section gives examples of the installation settings used with a variety of SIP devices tested with IP Office.

These are only the basic details for registration with an IP Office system, full installation and configuration, for example
assigning device IP addresses, is covered in the device or software manufacturer's own documentation.

The devices covered are:

e CounterPath Eyebeam/X-Lite Softphones/ 1™

e Polycom Soundpoint/2#

e Grandstream GXP 2000, GXP 2020/ 21

e Avaya A10 ATA[2H
e Patton Micro ATA[2M

o Nokia S60 v3 SIP Client/ 28"

e Innovaphone IP22, IP24, IP28/2%

The general process for connection to the IP Office can be done in two ways. Either allowing the IP Office to auto-create
extension and user entries when a SIP device registers or manually creating those entries and then registering the SIP
device. The steps are summarized below.

1.Add and check IP End-points licenses. 1.Add and check IP End-points licenses.
2.Check the SIP Registrar settings. 2.Check the SIP Registrar settings.
3.Enable Auto-Create Extn/User. 3.Add SIP Extension settings to the IP Office

) . configuration.
4. Attach and configure the SIP device.

. . . . 4.Add SIP User settings to the IP Office configuration.
5. Modify the IP Office user and extension settings.

. 5. Attach and configure the SIP device.
6.Disable Auto-Create Extn/User.

SIP Extensions Page 16
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SIP Device Configuration:

2.1 CounterPath eyeBeam/X-Lite

CounterPath produce a range of VoIP products. X-Lite is a simple SIP client application that can be used as a PC
softphone test SIP operation. X-Lite can be downloaded from http://www.counterpath.com/.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1. Either enable the IP Office to allow automatic creation! 14 based on SIP phone registration or manually add
the SIP extension and user details to the IP Office configuration.

2.Start the X-Lite SIP client application.
3.Click on the down arrow icon and select SIP Account Settings....

4.Click on Add....

Properties of Account 1 ﬂ

Account |"J'Dicemai|| Tu:npu:nlog_l,ll F'resencel .-’-'«dvancedl

User Details
Display Mame I IPMe
User name |334 —ser | User | Extension
LExtn | Base Extension
FazEtiad I rees User | Telephony | Call Settings | Login Code
Authorization user name I Extn3as User | User | Name
Domain I 192.1658.42.1 Systermn | LAM | LAMN Settings | IP Address

r— Darmnain Proxy
v Rengister with domain and receive incoming calls

Send outbound wvia:
& domain

 prowy Address I

Dialing plan I

0k I Cancel Apply

5.Set the fields to match the IP Office configuration settings are indicated above.

6.In the Domain Proxy section enable Register with domain and receive incoming calls and select
domain.

7.When completed click on OK.

Emabled  Acck # Cromain |sername Display Marme

=E |1 | 192.168.42.1 (default)

Remove
Propetties...

MMake Default

Close

) LBoL

8.Ensure the the account is Enabled.

9.Click Close. The X-Lite client will now attempt to register with the IP Office. The success or failure of that
process will be displayed by the client.

10.If left with its default configuration, then on calls from an IP Office DS extension to the X-Lite client, the
speech from the client will not be heard. The solution is to either configure the client with a single audio codec
[19M or to perform the following process.

SIP Extensions Page 17
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http://www.counterpath.com/

a. Dial ***7469 and select call. The Advanced Options menu is displayed.

Advanced Dptions k|

Filker: I Apply Filker | Clear Filker |

CQption Mame Walue ﬂ
audin:aec:manual_offset ]

audin:agc:desired_level 1500

audin: concealment;enabled 1

audin:headset: _section_desc ]

audin:headset:aec_enabled 1

audin:headset: audio_in_agc_enabled 1

audin:headset;audio_in_device {default wave ind
audin:panic:increase_amount_if_below_in_milliseconds 10 -
1 || 2

b. Enter honor in the filter field and click Apply Filter.

Advanced Dptions k|

Filter: I honor apply Filter | Clear Filker |

Option Mame Yalue
1

svstem:network:honor First codec

c. Set the value for system:network:honor_first_codec to 1.

d.Click on the X icon to close the menu.

Advanced Dptions X|

Save changes?

ko | Cancel |

e. Click on Yes to save the change.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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SIP Device Configuration: CounterPath eyeBeam/X-Lite

Codec Selection

If the X-Lite client is left configured to support multiple audio codecs, then on calls to the extension there will be no
return speech from the client. This can be resolved by configuring the client to only support a single audio codec,
matching one of the codecs configured for the IP Office SIP extension.

1.Click on the down arrow icon and select Options.

2.Click on Advanced and then on Audio Codecs.

General Disabled codecs: Enabled codecs:
Broadioice-32 G711 ulaw
Ad d
vanee Broadvoice-32 FEC = |
o D14
D14 Wideband
- 711 alaw
Audio Codecs G5M
iLBC
Lo Lia PCM Wideband
m Speex
. Speex FEC
Wideo Lodecs Spee: Wideband
Speex Wideband FEC
[
% ~Codec Propetties
Metwark Descripkion: IG?ll alaw
g Bitrate range (bpsh: I 0000 = I a0000
] - ) Fidelity: I Marrowband (S000)
Quality of Service
Best Quality (PESC): lllllllllllllllllll
D 0.0 4.5
Diagnostics Apply | Rievert | Ok | Cancel |

3.Ensure that the Enabled codecs column contains just a single codec. That codec must be one supported by the IP
Office extension configuration for the SIP extension.

4.Click OK.
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2.2 Polycom SoundPoint Phones

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the phone. By default the phone uses DHCP and displays its IP address on the
display.

2.Select SIP. You will be requested to enter the administrator name and password. The default values are
polycom and 456.

3.in the Outbound Proxy and Server 1 sections, set the Address, Port and Transport details to match the
IP Office LAN on which the SIP registrar is enabled.

- SoundPoint IP Configuration

PO LY(_,OI\H General Network sip Lines

5IP Configuration Parameters:

Servers Local Settings

Servers

Outbound Proxy

Address |1E|2 168.42 1 —————>5vstern | LAN | LAN Settings | IP Address
Fort[[5060
Transport |UDF'0|1I5,r j

Server 1
Address |{192.165.42.1

Port |5[]BU —————Svstern | LAN | LAN Settings | IP Address
Transport |UDF'0|1I5,r j

4. Click Submit. The phone will reset and load the new settings. That can take up to 2 minutes.

5.When you can return to the administration menu, select Lines. In the Line 1 section, enter the details to
match the IP Office SIP extension and user.
POLYCOM SoundPoint IP Configuration

General Network SiP Lines

Line Parameters:
Line 1 Line 2

Identification

Display Mame ISIF‘-1I33?

Address 4637 | User| User | Extension
j463 Estn | Base Exension
Auth User 1D ISIF‘-1I33.T" ——————User| User | Mame
Auth Password |oooo ——————User| Telephony | Call Settings | Login Code

Label [|SIP4637

Type | 2 envate | Shared

Third Party Name ||

Mum Line Keys I

Calls PerLine Key I

Server1

Address I'IEIE 168.42.1 ——————Systerm | LAN | LAM Settings | IP Address

Port||5060
Transport IUDF'UnIg,r 'l

6.Click Submit. The phone will reset and load the new settings. That will take up to 2 minutes.

7.Select Network and then Audio Processing. Check that the codecs match those configured for the SIP
extension on the IP Office. If you make any changes click Submit and wait for the phone to reset.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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SIP Device Configuration: Polycom SoundPoint Phones

2.3 Grandstream

Grandstream devices can support multiple user accounts for the same or different SIP provider accounts. The configured
accounts are displayed on the phone display and the user can select which account is used when making a call. For IP
Office operation, each account can represent a different IP Office SIP extension and user.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the phone. By default the phone uses DHCP and displays its IP address on the

display. Enter the password (the default is admin).

2.Click Login. Select Account 1 or the account that you want to use for IP Office connection.

Grandstream Device Configuration

[ Account Active:

" No # Yes ]

Account Name:

SIP Server:

Outhound Proxy:

SIP User ID:
Authenticate ID:
Authenticate Password:

Name:

|Brad 4142

|192.‘IEB.42.‘I ijstem | LAN | LAN Settings | IP Address
[192.168.42.1

114 User | User | Extension

|4142 Extn | Base Extension

IE):ln4'|42 User | User | Mame

|Brad SiPhane

User | Telephany | Call Settings | Login Code

[ local SIP port:

050 (defmit S060) |

SIP Registration Failure Retry Wair Time:
SIP 71 Timeour:
SIP T2 Interval:

SIF Transport:
Use RFC3581 Symmetric Routing:

IED (in seconds. Between 1-3600, default is 20)

I‘Isec 'I
|4 sec 'I

# UDP ¢ TCP

& No O Yes
NAT Traversal (STUN): & No No, but send keep-alive ' Yes
SUBSCRIBE for MWI: & No  © Yes
PUBLISH for Presenice:  © No & Yes
Proxy-Reguire: I
Voice Mail UserID:  |*17 (UserID for voice mail svstem)
choice 1: |G.729A/B x| choice 5: |G.726-32 =l
Preferred Vocoder: choice 2. |PCMA x| choice 6 |ILBC =
(in listed order) choice 3: |G.723.1 =l choice 7: |G.722 {wide band) x|
choice 4: |PCMU =l choice & |GSM =

SRTP Mode:
eventlist BLF URI:

Special Feature:

' Disabled " Enabled but not forced " Enabled and forced

|
IStandard 'I

Update I Cancel | Reboot |

3.Set the fields indicated above to match those required for the IP Office system.

SIP Extensions
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4.Click on Update.

Grandstream Device Configuration
STATUS BASIC SETTINGS ADVANCED SETTINGS ACCOUNT 1 ACCOUNT 2 ACCOUNT 3ACCOUNT 4 ACCOUNT SACCOUNT 6

Your configuration changes have been saved.
They will take effect on next reboot.

Reboot |
. wiRotsRenedGrndsrmmNeverksino M2

5.Click on Reboot. The phone may take up to 1 minute to reboot.

Grandstream Device Configuration

The device is rebooting now._
You may relogin by clicking on the link below in 30 seconds.
Click to relogin

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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SIP Device Configuration: Grandstream

2.4 Avaya A10 ATA

The Avaya A10 Analog Telephone Adapter provides 4 Phone/FXS ports on its rear plus a LAN port. It can be used to
connect analog phone devices to the IP Office via the LAN, with the extensions appearing in the IP Office configuration as

SIP extensions.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the A10.

2.Enter the administrator name and password. The defaults are nimdbg and 54321.

3.Select Telephony and then SIP.
192.168.1.1  Telephony / SIP

Home
ImportExport Interfaces | Profiles

Domain Default-Server Registration Authentication Binding State

Network ! To / (none} ethi Enabled ¥
IP/DNS s
HATNAPT =

4.Select the Gateways tab and click on sip.
192.168.1.1 / Telephony | 5IP | Gateway sip

Home
ImportExport Configuration EES&EWIE

IP Interface W |ethl ~| ©
Network SIP Gateway |Enah|ed "I
IP/DNS
NAT/NAPT Local Call Signaling Port ISUEU
ACL
QoS Call Signaling Traffic Clazs IIDcal-dEfaLllt jl
10IILE INWITE Transaction Timeout |32 seconds
DHCP Server
VAN Hon-INVITE Tranzaction Timeout |32 zECconds
Telephony W TP
Call-Router Tranzport Protocolz
H.323 [ uop
5P - B N _—
ime for which a non-rezponzive destination 2hould
. enalty Ir e
VolP Profiles FETE BT I 600 SEELTLE stay in the penalty box, i.e. should not be contacted anymore
Tone Profiles g
PSTH Prafiles Apply
Ports Services
Ethernet default 'X
FXS I ;
c
Various

5.Click on default in the Services section. Select the Configuration tab.
192.168.1.1 | Telephony | SIP | Gateway sip | Service default
Home

ImportExport LT Il Registration and Authentication |

Domain o I
Network
IP/IDNS " Set manual Host I Port
i Default-Server (Outbound Proxy) W Server Type IW
NATINAPT i+ Setalways the actual Registrar as Default Server
ACL
Qos Force Keep-Alives v |3600 seconds
DynDNS
DHCP Server LR TETEE Wersion: IE
VAN Seszsion Timer Wersion: IE
TEERIE) Create new ze=azion after redirect [~
Call-Router
H.323 " Detect NAT Address

Atternate Contact Address |
el " User Defined IP Address I

VolP Profiles

Tone Profiles SIP Profile Idefault vl (=]

P5TH Profiles

Ports VolP Profile default ~| ©@
Ethernet r’\DD')"/
FX§
e Ensure that the Domain field is empty and the check box not selected.
e Enable the check box for Default-Server (Outbound Proxy) and select Set always the actual
Registrar as Default Server.
e Click Apply+.
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6.Select the Registration and Authentication tab.
T 192.168.1.1 | Telephony / 5IP | Gateway sip / Service defau/lt
ome

TR ETR ’—System | LAN | LAM Settings | IP Address

¥ Ignore redirection of Registrar |1E|2 168.42 1 Host IEUGU Port [ Register via Default-Server
Hetwork Regiztrar I~
IP/DNS (" Register to redirected Registrar I Host I Port
NAT/NAPT o
ACL Registration Lifetime 300 zeconds
QoS PR
DynONS Anply
DHCP Server
WAN Users To Register
Telephony User Name Register Display Name Phone Context Authenticate Authentication Hame  Password Default
Call-Router 338 register  SIP 228 sp authenticate  Extn22s defautt ¥
H.323 :
sIP i I I v I Ioooooooo o O
VolP Profil .
TUDHE Prrooflir:s EUSBFI lser| Extension User| User | Mame
Extn | Base Extension User | Telephony | Call Settings | Login Code

e Enable the Registrar checkbox. Select Ignore redirection of Registrar and enter the IP address and
SIP port of the IP Office LAN on which the SIP registrar is enabled. Click Apply+« .

7.In the Users To Register section, create a user matching the IP Office SIP extension and user. Enter the
settings and click on [_F.

8.Select Call-Router. Select Interfaces and then FXS.
192.168.1.1 / Telephony ! Call-Router

Home
ImportExport Routing Takles | Functions | Services | Configuration | Active Calls | Status
H.323 | SIP

Network Name Bound Port Routing Destination
IP/DNS — N
R fxs-0 fxs 00 to-sip (Table) >
ACL frs-1 fxs 01 to-sip (Table) >
QoS frs-2 fus 02 to-sip (Tahle) >
DynDH 3 fxs-3 fas 03 to-sip (Table) by
DHCP Server ;
VAN | CF

9.Click on fxs-0.
192.168.1.1 / Telephony ! Call-Router | FXS Interface fis-0
Home

Import/Export Configuration Status
' Interface I[none_: vl

Network "
E:P_DT:S Cal-Routing Destination W % Tanie Itg.S”;; vlo

NAT/NAPT  Service ||jnone_: vl
ACL
QoS Precall Service | I[I]DI]E_: 'I

DynDN S CID Presentation [ |{none) =

DHCP Server —

VAN Subscriber Number |7 |333
Telephony Call Hold v

Call-Router

e Call Waiting v

sip Call Transfer r

WolP Profiles

e[ e Additional Call Offering W

PETH Profiles PSTN Profile Idefault 'l

Ports Tone Profile us hd
Ethernet

FXS Apoly¥
e Enable the Call-Routing Destination checkbox. Select Table and in the adjacent drop down list select
to-sip.

e Enable the Subscriber Number checkbox and enter the IP Office extension number for the SIP
extension and user.

e Click Apply+.
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SIP Device Configuration: Avaya A10 ATA

10.Click on the © arrow icon after to-sip.
- 192.188.1.1 / Telephony / Call-Router { Routing Table to-sip
ome

ImportExport Configuration

Looks Up For

called-a164 Of Destination Execute Function (Optional)

Hetwork

IP/DNS T sip (SIP Interface) >

NATINAPT called-164 value or defawit " nterface I {none) vl

IEL s p ) Optianal function to execute

Qos Table (nong) = Ij

DynDNS " service |(none) = Jinone) =]

DHCP Server {To change an entry,

VAN enter the value of an existing entry) " none

e Ensure that the table contains T with the destination sip (SIP Interface).

11.Select Call-Router again and then select the Routing Tables tab.
; 192.168.1.1 / Telephony / Call-Router
ome

ImportExport Interfaces [N GRE M Functions | Services | Configuration | Active Calls | Status

Routing Tables

Network Hame Looks up for
IP/DNS : i Bd
from-sip called-e184 b4
HATNAPT . —— *
ACL to-sip called-e164 .
Qos | called-e164 = CF
Mennis
12.Select from-sip.
192.168.1.1 | Telephony !/ Call-Router ! Routing Table from-sip
Home
Import/Export Configuration
Lo‘zk; Ugﬁf‘-;ot;f Destination Execute Function (Optional)
Hetwork calfed-e
IPiDNS called-2164 value or default & Interface -
NAT/NAPT -~ Iﬁ Optional function to execute
ACL 338 Table (none) oF
Qos (" Service |(none) =] Jnone) =]
DynDNS (To change an entry,
DHCP Server enter the value of an exizting entry) * none

e Enter the IP Office SIP extension number.
e For the Destination select Interface and select the matching fxs port for that extension number.
o Click F,

13.Repeat for any other SIP extensions on the unit.
192.168.1.1 / Telephony | Call-Router ! Routing Table from-zip
Home

Import/Export Configuration

Looks Up For

Destination Execute Function (Optional)
Network called-e{64 Of
IPIONS 338 fxs-0 (FXS Interface) >
HATHAPT called-e164 value or defawlt " Interface I[I'lDI‘le_: ,I
BAEL e : ) Optional function to execute
QoS Tahle (none} = |j‘
DynDRS " Service |(none) =l inone) =]
DHCP Server (To change an entry,
VAN enter the value of an existing entry) " none

14.Click Save to save the settings so that they will still apply after the unit is restarted.
192.168.1.1 / Save

Home
ImportExport Save Configuration
f'ou are geing to =ave the modified cenfiguration persistently.
Network hiz iz needed to retain the current configuration beyond the next relead.

) Are you sure vou want to write the current running-config
IP/DNS to the startup-config?

NAT/NAPT
AcCL Save | Cancel |

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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Notes

e When calling from an phone attached to an FXS port, there is a delay of approximately 5 seconds while the unit
wait for dialing to be completed before it routes the dialed digits to the IP Office. To avoid this delay dial # after

dialing the digits.

e The G723 Codec should not be used with the Avaya A10 ATA. However that codec is not enabled by default.

Home
Import/Export

192.168.1.1 | Telephony ! VolP Profiles ! Profile defauwit

m Fax | IModem | Dejitter Buffer | Status |

Voice Codecs

Network Position Codec Rx Length [ms] Tx Length [ms] Silence Suppression
oS B8 1 oTiuewssk [20 [20 & getaut C yes C o v XK
NAT/NAPT
ACL EB 2 g7ttalawsek [20 [20 F detaut O yee C o o XK
Qos
B .
DynDNS g 3 g729 IQU IEU & gefautt © yes O ono w0 XK
E:jfrr server I Itransparent j I | (¥ getaut O yes  no CF
¥
Telephony
Call-Router Additional Voice Parameters
H.323 Default Silence Suppression [T If not =pecified by the codec
sIP
VolP Profiles Highpazs Fitter ¥ oice input fitter for A/D converszion
Tone Profiles Post Filter ¥ “oice ouput fiter for DA conversion
PSTH Profiles
OTMF Relay "]
Ports b v
Ethernet RTP Payload Type For Tane Events (NTE) |1£]1
FX5
RTP Payload Type For Signaling Eventz (NSE) I‘H]U
Various
System RTP Traffic Clazs IIncaI-ﬁ'nice jl
AAA
Time ’t‘pph'v,
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SIP Device Configuration: Avaya A10 ATA

2.5 Patton Micro ATA

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the Micro ATA.

2.Login and select SIP.

Home

SIP Configuration

SIP Server Settings (Current Server: 192.168.42.1:5060; Domain: ;Base RTF Port: 8002)

* SIP Registration Server Address: |1 92.168.42.1 |—System | LAM | LAN Settings | IP Address
SIP Port
SIP Domain: | |
“foice Port:
* Leaving a sstting blank will foros the unit to use the information cbtained vis DHCP snd/or ONS

Phone 1

Send Registration Request with Expire Time:
Send Unregistration at boot

TrErTIT T [] end SUBSCRIBE.

Logout SUBSCRIBE Server IP or FQDMN(defaults to registration server): | |

Speed Dial

3. Enter the values to match the settings of the IP Office LAN on which the SIP Registrar is enabled. Click Save.
4.Select CODECS.

Home

Audio/CODEC Configuration
CODECS
Selected Silence Suppression Preferred-Codec
G711U

GT11A

G723

G726
G729

®@ 0000

Phone 1

5.Set the codecs to match those set for the IP Office SIP extension. Click Save CODEC Configuration.
6.Select Phone 1.

Home

. Lizer| User | Extension
User Information I_E}d" | Baze Extension

Phone Number 343 CallerlD Name |s1P343 |

User Mlame E)}Tn343 Password ssssssss ———— —Llzer| Telephony | Call Settings | Login Code

User| User | Narme
Port a060 SIP Registration status Registered

Voice Mail Setting

Voice Mail Mumber =7

7.Enter the values to match the IP Office SIP extension and user settings. Click Save.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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2.6 Nokia S60 v3 SIP Client

The Nokia S60 SIP Client is a SIP client application that can be installed and used on a range of Nokia phones. The
process below was performed on a Nokia e64 but

For Nokia S60 SIP Clients, the IP Office SIP Extension setting Force Authorization should be disabled.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office

configuration.

1.Select Menu | Tools | Settings | Connection | Sip settings | New SIP profile.

2.Enter the following settings:

Profile name: Give the profile a name that indicates its function.

Service profile: Select IETP.

Default access point: Enter your access point.

Public user name: Enter an address of the form <IP Office extension number>@<IP Office SIP
Enabled LAN IP address>, for example 338@192.168.42.1.

Use compression: Select no.

Registration: Select always on.

Use security: Select no.

Proxy server: Leave blank.

Registrar server:

Registrar server adress: Enter the IP Office SIP Enabled LAN IP address.

Realm: Enter an address of the form <IP Office user name>@<IP Office SIP Enabled LAN IP
address>, for example Extn338@192.168.42.1.

User name: Enter the IP Office extension number.
Password: Enter the IP Office user's login code.
Transport type: Select auto.

Port: Match the port set on the IP Office LAN SIP Registrar tab, by default this is 5060.

3.Select Menu | Tools | Settings | Connection | Internet telephone | New profile.

e Select the SIP profile just created above.

4.Select Menu | Communication | Internet tel. | Options | Settings.

e Change the Default call type to Internet call.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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SIP Device Configuration: Nokia S60 v3 SIP Client

2.7 Innovaphone IP22, IP24, 1P28

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office

configuration.

1.Browse to the IP address of the unit.

NTP  Sync

Info  Admin License Update

General
P Version

SerialNo 00-20-33-21-01-7d (9e)
£ DRAM 16 MB
LOAP FLASH a8 mMB
TEL1 Coder 8 Channels of G.711,G.726,G.729
TEL2 Syne
TEL3 S.NTP Server 135.64.181.220

Time 05.06.2008 07:13
TEL4 Uptime 17d 11h 37m 29s
TEIR

2.1In the left hand column select GATEWAY.

HTTP-Server HTTP-Client Logging SNMP Telnet Certificates

7.00 hotfix3 IP28[09-70300.11], Bootcode[03-7030011], Hardware[402]

3.You will be prompted to login. The default user name is admin. The default password is ip22, ip24 or ip28

depending on the unit type.

Configuration General Interfaces SIP
General
IP

ETHO
LDAP
TEL1
TEL2
TEL3

TEL4
TFIR

¥
Route Logging [

Billing CORs= only []

Call Logging

Logging Filter(GWW:Nr)
Licenses

Name Count Usage

Ok I Cancell

4.Select Interfaces.
Configuration General Interfaces SIP
General
1P
ETHO
LDAP
TEL1
TEL2
TEL3
TEL4
TELS
TELG
TEL7

TEL8 HTTP

Administration

Gateway

Interface

5.Select TEL1 in the Interfaces page.
MName

Disable

Tones

O
EUROFE-PEX

Interface Maps | Manual

W

Internal Registration
Protocol MNone «

Feature Codes Support [ (with Feature Codes)
Dynamic Group

Direct Dial

Locked WWhite List

[B]%4 Cancel Delete

Apply

GK

GK Routes

Help

Routes

CDRO

CDRO

CGPN-In CDPN-In CGPN-QOut CDPN-OQut State Alias

Up
Up
Up
Up
Up
Up
Up
Up

CDR1  Calls admin  Help

CDR1  Calls admin  Help

Registration

SIP Extensions
IP Office
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6.1In the Protocol drop down list select SIP. Enter the details as indicated below to match your IP Office SIP
extension and user.

Mame
Disable

Tones

Interface Maps | Manual

S1P4420

O
UK v

Internal Registration

Protocol

Server Address
Server Address
ID@0Oomain
Username

Password

Feature Codes Support [] (with Feature Codes)

Dynamic Group

Direct Dial

SIP v

[
135.64 181220

(primary)

(secondary) I:

|
4420
SIP4420

@ 135.64.181.220

Systern | LAN [ LAN Settings | IP Address

Uzer| User | Extension
Extn | Base Extension

Ret}rpe SRR RBER

Locked White List

Media Properties

General Coder Preference | G729A % | Framesize [ms] |30

Local Metwork Coder

GT1MA  » | Framesize [ms] |30
Enable T.38 Enable SRTP [] Mo DTMF Detection [] MOH Mode []

CDRO CDR1 Calls

4420 — 135.64.181.220

0]24 | Cancel | Apply | Delete Help
7.Click OK.

Configuration General = Interfaces SIP GK Routes

:;eneral Interface CGPHN-In COPN-In CGPN-Out CDPN-Qut State Alias  Registration

— TEL1 SIP4420 + Up
TEL2 SIP4421 + Up

— TEL3 SIP4422 + Up

ikl TEL4 SIP4423 + Up

s TELS SIP4424 + Up

LB TEL6 SIP4425 + Up

Wrar) TELT SIP4426 + Up

ELS TELS SIP4427 + Up

TEL6 TEST -

TELY TONE +

TELS HTTP 4

Gateway

8.Select Routes.
General
1P
ETHO

General Interfaces SIP  GK = Routes CDR0O CDR1 Calls

. From To

Counter CGPN Maps

zer| User | Mame

Idser | Telephony | Call Settings | Login Code

Silence Compression [] Exclusive []

Silence Compression []

admin Help

admin Help

9.Two new routes are needed, one for dialing from the phone attached to the TEL port and one for incoming
calls to the SIP account registered with the TEL port.

SIP Exte
IP Office

nsions
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SIP Device Configuration: Innovaphone IP22, IP24, 1P28

10.Click on the top-left — icon. For the source select the checkbox for the TEL port just configured. For the
destination use the drop down list to select the matching RAB entry. Ensure that Force enblock is selected.
This applies a 4 second timeout for dialing before the number dialed is sent to the destination.

Description Disable (]
TEL1 SIP4420 = RAB1 SIP4420
O RAB1 SIP4420 Cause(DISC)
[ TEL2
O RAm? Add UUI
O TEL3 Final Route Fl
[] RAB3 Final Map L
[ TEL4 No Reroute on wrong Mo []
O] RAB4 Verify CGPN L
O] TELS Interworking(QSIG,SIF) []
[] RABS 0 ewi Rerouting as Deflection []
O] TELS O Gwz Routing on Diverting No []
[] RABG O owa Force enblock
[ TELY [ GWw4 Add # O
O] RAB7 O Gws Disable Echo Canceler [
[] TELS ] GWs Call Counter max
[] RABS
[0 TEST
[] TCONE
[] HTTP
[0 ECHO
[ siF1
] siP2
O siP3
] siP4
oK | Cancel Apply Help

11.Click OK. Click on the "— next to the newly added route. This time selecting the check box for the same RAB

entry and in the drop-down list selecting the TEL entry. Click OK.

12.The Routes form should show the routes just added. The b indicates the Force enblock setting of the
outgoing dialing from the phone attached to the TEL1 port.

General Interfaces SIP GK | Routes CDRO CDR1 Calls admin__ Help
General
P ., From Counter CGPN Maps
ETHO £, TEL1:SIP4420] =
¢, RAB1:SIP4420| F° -
LDAP
13.To edit an existing route click on the — arrow just before the To column.
B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.
C.Make test calls from and to the SIP device.
D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
SIP Extensions Page 31

IP Office

- Issue 1b (05 August 2009)






SIP Extensions Page 33
IP Office - Issue 1b (05 August 2009)



Performance figures and data quoted in this document are typical, and must be
specifically confirmed in writing by Avaya before they become applicable to any
particular order or contract. The company reserves the right to make alterations
or amendments to the detailed specifications at its discretion. The publication of
information in this document does not imply freedom from patent or other
protective rights of Avaya or others.

Intellectual property related to this product (including trademarks) and registered
to Lucent Technologies have been transferred or licensed to Avaya.

All trademarks identified by the ® or ™ are registered trademarks or trademarks,
respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

This document contains proprietary information of Avaya and is not to be
disclosed or used except in accordance with applicable agreements.

Any comments or suggestions regarding this document should be sent to
"wgctechpubs@avaya.com".

© 2009 Avaya Inc. All rights reserved.
Avaya

Unit 1, Sterling Court

15 - 21 Mundells

Welwyn Garden City

Hertfordshire

AL7 1LZ

England.

Tel: +44 (0) 1707 392200
Fax: +44 (0) 1707 376933

Web: http://marketingtools.avaya.com/knowledgebase
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