Software Release Note.                                       SECYYMM-XX-x  15-7-24

	To : 
	Doc. No.
	SECYYMM-XX-x

	C.C. : 
	Country 
	ALL

	From : 
	E-mail: 

	Subject : SVMi-20i Software Release – V6.07 (2015.06.24)


Overview :

SVMi-20i software V6.07 is now available.
1. SVMi-20i keeps restarting if it has a lot of subscribers and block table is not sorted. It’s fixed.

2. SVMi-20i should detect FAX CNG tone twice to start to receive fax documents. It’s changed to detect only once to receive fax more quickly.

3. Openssl library is updated from 0.9.8k to 0.9.8za because old version was vulnerable.

4. SVMi-20i does not work while it waits for the result of dns query. It’s fixed.

5. SVMi-20i stops working sometimes when it repeats to record the message for a long time. It’s fixed.

6. DNS configuration is not included in DM 8.7.6 Backup and Restore. It’s fixed.

7. The prompts are modified from “Invalid entry, try again” >> “Current password not set”, if DTMF administrator tries to log on, but the password was default setting.

8. Glibc security issue(ghost) fixed.

9. 16GB SSD will be used because 8GB SSD will be discontinued.
10. SVMi-20i only supported RFC2833 DTMF payload type 101. It’s changed to support from 90~127 payload type.

The followings were included in V6.05 (It’s cancelled because of restarting issue)

11. DM 8.7.6 Backup and Restore fails when the DB is very big.
12. SVMi-20i email gateway delivers fax message with useless voice message fax CNG tone recorded.
13. “Min Recorded Length” does not work.

14. Email gateway has a noise when it records with a little loud volume.

15. Typo of Sweden prompt.

16. SVMi-20i fails to receive fax document sent by Ricoh fax machine.

17. Email gateway distorts low audio message when converted to WAV file.

18. ‘AM’ is wrong in 24 hours form in DM 8.11 Status Screen.

19. Block table is broken when the disk is full.
20. SVMi-20i resets when it repeats to play the prompt does not exist.

21. DM 8.11 Status screen and DM 8.9.3 Messaging Activity cannot show over 100,000 messages.
[ Changes to improve security ]

22. “Force Subscriber to change PSWD” will be set when it’s updated.

23. “Outcall Authorization” of EClass and MClass will be set to ‘No’ when it’s updated.
24. “Edit stored telephone number” will be limited by “Outcall Authorization” of EClass.

25. Operator extension cannot use “Direct Call”.

26. It will not allow to access as DTMF administrator by “#0000” when the admin password is not changed.

27. It will not allow to change subscriber’s password via trunk call.

Details :

1. SVMi-20i keeps restarting if it has a lot of subscribers and block table is not sorted. It’s fixed.

A. Qnet ID: None

B. Description
SVMi-20i keeps restarting if it has a big block table and it’s not well sorted.

C. Cause
When SVMi-20i starts, it tries to sort block table. V6.05 has a bug it does not give a time slice when it sorts block table. If the block table is big and it is not well sorted, it takes some time(more than 5 seconds), so SVMi-20i restarts because of watchdog timer.

D. Solution
Bug fixed. It will give time slice while it sorts block table.

E. Consideration

This issue only occurs in V6.05.

V6.03 or previous version does not have this problem.

2. SVMi-20i should detect FAX CNG tone twice to start to receive fax documents. It’s changed to detect only once to receive fax more quickly.

A. Qnet ID: None

B. Description

SVMi-20i fails to receive fax documents, although it has a idle fax channel. SVMi-20E has no issues.

C. Cause

SVMi-20i should detect FAX CNG tone twice to receive fax documents but SVMi-20E needs only one CNG tone. So, it takes more time for SVMi-20i to start to receive fax.

D. Solution

Changed to detect FAX CNG tone only once.

3. Openssl library updated

A. Qnet ID: None

B. Description

Openssl 0.9.8k is used in SVMi-20i and it has some vulnerabilities. 

C. Cause

0.9.8k was released in 2009 and recently some vulnerabilities are reported.
D. Solution

Openssl library is updated to 0.9.8za. No functional changes.

4. SVMi-20i does not work while it waits for the result of dns query. 

A. Qnet ID: None

B. Description

When Email gateway SMTP server is set as domain name, for example, “smtp.gmail.com” and DNS server is set in DM 8.5 System Parameter, SVMi-20i sends DNS query to get IP address of SMTP server.

If there is a problem with the connection between SVMi-20i and DNS server, it may take some time to get the result of DNS query.

SVMi-20i does not work at all during that time.

C. Cause

While it gets the result of DNS query, the application is blocked.
D. Solution

DNS query will be done in separate thread and it will not affect others.
5. SVMi-20i stops working sometimes when it repeats to record a message for a long time. It’s fixed.

A. Qnet ID : None

B. Description

SVMi-20i stops working sometimes when it repeats to record a message for a few days.
C. Cause

Linux kernel bug.

Disk write function becomes congestion waiting state and cannot escape forever.
D. Solution

This bug is already resolved in recent linux kernel.

Instead of updating whole kernel, kernel patch is applied to fix this issue.
6. DNS configuration is not included in DM 8.7.6 Backup and Restore. It’s fixed.

A. Qnet ID : None
B. Description

After initializing SVMi-20i, it restored previous configuration, but DNS settings are lost.

C. Cause

DNS configuration is saved in “/vm/dta/SYSTEM.INI”. But it’s not included when it makes a backup in DM 8.7.6 Backup and Restore.

D. Solution

It’s fixed to include “/vm/dta/SYSTEM.INI” when it makes a SVMi-20i configuration backup.
7. The prompts are modified from “Invalid entry, try again” >> “Current password not set”, if DTMF administrator tries to log on, but the password was default setting.

A. Qnet ID : None
B. Description
If DTMF administrator’s password is default setting, it does not allow to access by pressing “#0000”. SVMi-20i says “Sorry, that is not a valid entry, please try again” in that case and it’s a little confused.
C. Cause

The prompt is a little confused. It should say the prompt to notify the prompt is not set.

D. Solution

The prompt is changed to “The current password is not set”
8. Glibc security issue(ghost) fixed.

A. Qnet ID : None

B. Description

Glibc security issue, so called “ghost” is reported.(CVE-2015-0235)
SVMi-20i’s glibc version is V2.6 and it has this problem.

C. Cause

There is a security problem in glibc.

D. Solution

Glibc patch is applied to fix this issue.
9. 16GB SSD will be used because 8GB SSD will be discontinued.

A. Qnet ID : None
B. Description
8GB SSD will be discontinued and 16GB SSD will be used.

SVMi-20i software should be modified to prepare it.

C. Cause

Previous version software is compatible with 16GB SSD. But it should be modified to improve stability because the storage becomes twice and it should handle much more messages and data.
D. Solution

Buffer size, accessing messages, free space size are modified to manage a lot of messages more stable and faster.
10. SVMi-20i only supported RFC2833 DTMF payload type 101. It’s changed to support from 90~127 payload type.

A. Qnet ID : None

B. Description

When a call is received to SVMi-20i via SIP trunk, if DTMF is RFC2833 format, SVMi-20i is able to detect payload type 101 only. If the opposite gives 96 or other payload type, it cannot recognize.

C. Cause

RFC2833 payload type was fixed to 101 regardless of negotiation.
D. Solution

According to SDP information, SVMi-20i will dynamically set RFC2833 payload type from 90 ~ 127 and it will detect.

11. DM 8.7.6 Backup and Restore fails when the DB is very big.
A. Qnet ID: None
B. Problem description

When it tries to backup SVMi-20i DB in DM 8.7.6  Backup and Restore, it fails and SVMi-20i reset.
C. Cause

To make a archived DB, SVMi-20i uses “tar” utility, but it takes a long time when the DB is very big and it does not respond to the heartbeat message. So the system resets SVMi-20i card.
D. Solution
It will not compress DB to reduce the time and it will run in another thread not to affect heartbeat message.

12. SVMi-20i email gateway delivers fax message with useless voice message Fax CNG tone recorded.
A. Qnet ID: None

B. Description

SVMi-20i email gateway delivers fax message with voice message. 3~4 seconds Fax CNG tone is recorded in the voice message.
C. Cause

SVMi-20i should detect Fax CNG tone twice and it starts to receive fax documents. It should trim the end of voice message to cut off useless CNG tone, but it didn’t.
SVMi-20E trims 3.5 seconds.

D. Solution
It will trims 3.5 seconds of the end of voice message when it receives fax documents.
13. “Min Recorded Length” does not work.
A. Qnet ID: None.
B. Description

“Min Recorded Length” option of DM 8.5 System Parameter does not work. Although it is set 1 second, but the message less than 1 second is delivered.
C. Cause

Source code bug.
Calculation was wrong. The default value is 100 and it means 1 second, but it is calculated as 0.1 second. 

D. Solution
Calculation fixed.
14. Email gateway has a noise when it records with a little loud volume.
A. Qnet ID: None

B. Description

The delivered message via email gateway has a noise when it’s recorded with a little loud volume. But it’s clear if you listen to the message with the phone.
C. Cause

Automatic volume control of email gateway was included in previous SVMi-20i.
Sometimes it clipped the voice message while it increases the volume and it makes a noise.

D. Solution
It’s modified not to make a clipping and target volume level is a little decreased.
15. [Sweden] Typo of Sweden Prompts
A. Qnet ID: None
B. Description

Sweden Prompts has a typo in DM 8.5 System Parameter.
It was “Swedish, Swden” in “Load Voice Prompts”
C. Cause

Typing error.
D. Solution
It’s fixed. “Swedish, Sweden”
16. SVMi-20i fails to receive fax documents from Ricoh fax machine.
A. Qnet ID: None

B. Description

SVMi-20i fails to receive fax documents from Ricoh fax machine AFICIOMP C2800.
It detects incoming fax call, but sending fax machine does not proceed.

There is no issue when the real fax machine is connected instead of SVMi-20i.

No issue when Ricoh fax machine is replaced with Samsung fax machine.

C. Cause

Because of DSP firmware bug, SVMi-20i does not give Fax CED tone to the sender.
So Ricoh fax machine cannot proceed.

D. Solution
DSP firmware fixed to give Fax CED tone.

17. Email gateway distorts low audio message when converted to WAV file.
A. Qnet ID: None
B. Description

When a caller leaves the message has low audio, the Email gateway distorts the message and makes it very difficult to understand the message.
However, if you listen to the same message by calling into the voicemail, and playing it back over a keyset, it sounds ok and is able to be understood.
C. Cause

Original voice message format is G.711 ulaw and Email gateway format is 8-bit unsigned pcm.
G.711 ulaw(64kbps) >> 16-bit signed linear pcm(128kbps) >> 8-bit unsigned linear pcm(64kbps)

In the process to transform 16bit pcm to 8bit pcm, the quantization noise happens.

It’s OK when the original voice message audio level is normal, but it becomes a problem when original message audio level is quite low.

D. Solution
"Message format of E-Mail Gateway" is available in DM 8.1.12 Mclass.

You can select 8-bit pcm or 16-bit pcm for Email gateway voice message format.(default: 8-bit)
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E. Considerations
The size of 16-bit signed pcm WAV is twice.(16Kbytes per second)

18. ‘AM’ is wrong in 24 hours form in DM 8.11 Status Screen
A. Qnet ID: None
B. Description

If the country is Italy, time is displayed like “14:00PM” in DM 8.11 Status Screen. It’s 24 hours form, but ‘AM’ or ‘PM’ is wrong.
C. Cause

Time form is 24 hours if the country is Italy, Denmark, Sweden and Holland, but ‘AM’ or ‘PM’ is still displayed because of source code bug.
D. Solution
It’s fixed not to display ‘AM’ or ‘PM’ in 24 hours form.
E. Considerations

It’s applied to Italy, Denmark, Sweden and Holland.
19. Block table is broken when the disk is full.
A. Qnet ID: None

B. Description

When the disk is full, it fails to save block table and it is broken. Then backup block table becomes broken, too. So, it does not work when it resets.
C. Cause

This does not occur in normal situation because SVMi-20i is designed to leave a small space of disk(over 100Mbytes). But if it’s filled up by abnormal reason, it makes a problem. 
Block table cannot be saved. It’s ok, but original block table is broken. Then backup block table is broken, too. So the system does not work, if it resets.
D. Solution
Saving block table is modified.
It will create a temporary file and save block table to it.

If there is no problem, it will replace old block table with new one.

20. SVMi-20i resets when it repeats to play the prompt does not exist.

A. Qnet ID: None

B. Description

SVMi-20i resets when it repeats hundreds of times to play the prompts does not exist

C. Cause

It’s because the playback thread resource is lost when the prompt is gone.

Resource leak is getting bigger and bigger while it repeats to play the prompt does not exist and the system is stopped or reset.
D. Solution
SVMi will check the file is really available before it plays and although it tries to play the prompt does not exist, it will retrieve the playback thread resources.

21. DM 8.11 Status Screen and DM 8.9.3 Messaging Activity cannot show over 100,000 messages.
A. Qnet ID: None

B. Description

If total message count is over 100,000, wrong number is played in DM 8.11 Status Screen and DM 8.9.3 Messaging Activity.

C. Cause

The buffer to save message count is overflowed.

It’s defined as 2 bytes, so it can handle max 65535. If it’s overflowed, it displays totally wrong number.

D. Solution
The buffer to save message count is extended to 4 bytes.

E. Consideration

The message format between SVMi-20i and DM is changed. It affects DM 8.11 Status Screen and DM 8.9.3 Messaging Activity.

Previous version of DM(lower than V4.80) is not compatible with latest SVMi-20i V6.05 in DM 8.11 Status Screen.(It’s not updated automatically)
You have to use latest DM(V4.80 or later) for that pages.

22. “Force Subscriber to change PSWD” will be set when it’s updated.
A. Qnet ID: None

B. Description

To increase security, “Force Subscriber to change PSWD” option of DM 8.5 System Parameter is included in previous version. But it’s not enabled when it is upgraded.
C. Cause

It was not enabled not to affect current users using SVMi system.

It’s enabled when the system is initialized. 
D. Solution
To increase security, it’s changed to be enabled when it’s upgraded from previous version.
23. “Outcall Authorization” of EClass and MClass will be set to ‘No’ when it’s updated.

A. Qnet ID: None

B. Description

To prevent toll fraud, “Outcall Authorization” of EClass and “Callback Authorization” of MClass is set to ‘No’ if it is initialized. But it’s not changed when it is upgraded.
C. Cause

Not to affect current subscribers using SVMi system, the outcall authorization setting is not changed when it’s upgraded. 

D. Solution
To increase security, it will be set to ‘No’ when it’s updated.
E. Consideration

All outcall feature for example, ‘Follow me’, ‘Find me’, ‘Call back’, ‘Message alert’, ‘Direct call’ etc will be blocked if the outcall authorization is set to No.

But it only blocks when the subscriber tries to set the features. If it’s already set before it changes the setting, outcall feature will work. ‘Direct call’ will be blocked because you have to enter the phone number when you run it.
24. “Edit stored telephone number” will be limited by “Outcall Authorization” of EClass.
A. Qnet ID: None

B. Description

“Edit stored telephone number” was not limited by “Outcall Authorization”. It’s used by “Find me”. 
If the subscriber is allowed to use “Find me” by an administrator(It’s not allowed in default settings), the subscriber can set long distance telephone number and SVMi will dial that number although “Outcall Authorization” is set to No.
C. Cause

Design error
D. Solution
“Edit stored telephone number” will be limited by “Outcall Authorization” of EClass.
25. “Operator” extension cannot use “Direct call”.

A. Qnet ID: None

B. Description

“Operator” extension(500) is included in default configurations.

It’s password is often not set, so it can be a security hole if the “No Messaging” EClass is allowed to make a outbound call.

C. Cause

“Operator” extension is quite same with the other extension, but no one changes the password.

D. Solution
“Operator” extension is blocked to use “Direct call” regardless of “Outcall Authorization” of  EClass.

26. DTMF administrator is not allowed to access by pressing “#0000” when the admin password is not changed.

A. Qnet ID: None

B. Description

DTMF administrator can create a subscriber, record a prompt and change the operating mode, but it’s easy to log on when the password is not changed.
C. Cause

The administrator can change admin password by DM 8.5 System Parameter, but it’s not force to change it.
D. Solution
It will not allow to access as dtmf administrator by “#0000” before it changes the admin password from the default one.
E. Consideration

“VMADM” key made by MMC 722 is allowed to access although the admin password is not changed. But we strongly recommend to change the admin password.

27. Remote caller cannot change his password.

A. Qnet ID: None

B. Description

SVMi allows remote caller logs on his mailbox and uses it as if he is on his station. It can be a problem, when SVMi has an extension block that no one uses. 

Somebody can log on it and he can make a outbound call if it’s allowed.

C. Cause

SVMi downloads the number plan and creates extensions and mailboxes.
In this process, many unused extensions and mailboxes are created.

Somebody can log on because it’s password is not changed.

D. Solution
Remote caller is not allowed to change his password. It’s only allowed in station call.
This modification can solve above security problem if it’s used with “Force Subscriber to change PSWD”.
When a subscriber log on his mailbox at first, he should change the password, but illegal remote caller cannot change it and log on.
S/W Compatibility Table :
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	New Version
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	V6.03
	‘13.06.03
	V6.07
	‘15.06.24
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