Software Release Note.                                       SECYYMM-XX-x  16-8-8

	To : ALL
	Doc. No.
	SECYYMM-XX-x

	C.C. : 
	Country 
	ALL

	From : Hyungil Park
	Tel: Fax:

E-mail: 

	Subject : SVMi-20i Software Release


Overview :

SVMi-20i software V6.09 is now available.
1. [-/-/-] Email gateway delivery fails when domain name is set for SMTP server. It’s fixed. (Reported by: Chile)
2. [-/-/-] Telnet/FTP White list applied. (Requested by: Australia)
3. [-/-/-] Telnet/FTP on/off option applied. 
4. [#TE16603C/-/-] DTMF administrator will not be able to create more than 6 digit subscriber. (Reported by: Australia)
S/W Compatibility Table :

	
	S/W
	Previous Version
	New Version
	Remarks

	
	
	Version
	Date
	Version
	Date
	

	
	SVMi-20i
	V6.08
	‘16.01.18
	V6.09
	‘16.07.27
	


Details :

1. Email gateway delivery fails when domain name is set for SMTP server. It’s fixed.
A. BTSP ID: None

B. Description
Email gateway delivery fails when domain name is set for SMTP server. It works well if IP address is set.
C. Cause
SVMi sends dns query and it uses last address if multiple IP addresses are returned. It does not check the address is valid although the last one is zero sometimes.
D. Solution
It will use first non-zero IP address if it receives multiple IP addresses. 
E. Notes
This bug occurs since SVMi-20i V6.07. 

Previous version has no issue like this.

2. Telnet/FTP White list applied
A. BTSP ID: None

B. Description

SVMi-20i telnet/ftp is enabled and it is vulnerable to connect from remote side.
C. Cause

Telnet/FTP is enabled in default setting and it is insecure.
D. Solution

White list applied for SVMi-20i telnet and ftp server.
DM 5.13.11 “Management White list” will be applied to SVMi-20i.

E. Notes

This feature is compatible with OS7200/OS7400 V4.98.

3. Telnet/FTP on/off option applied

A. BTSP ID: None

B. Description

SVMi-20i telnet/ftp is enabled and it is vulnerable to connect from remote side.

C. Cause

Telnet/FTP is enabled in default setting and it is insecure.

D. Solution

SVMi-20i telnet and ftp server on/off option applied.(DM 5.2.10 System IP Option or MMC 841).

It’s turned off in default setting(It’s different from previous version)

E. Notes.
· This feature is compatible with OS7200/OS7400 V4.98

· FTP server should be turned on to access pages like “8.5 System Parameter”, “8.6.1 Voice Studio”, “8.7.1~3 User/Error/Activity Log”, “8.7.6 Backup and Restore” etc. You will see a warning pop-up window if it is not set.

4. DTMF administrator will not be able to create more than 6 digit subscriber.
A. BTSP ID: #TE16603C

B. Description

If a hacker can access DTMF administrator, he can make a long distance call although the outcall authorization is off.

The hacker can make long digits extension and he makes a call to transfer to that extension, SVMi will make a long distance call.

C. Cause

Outcall authorization is not applied to transferring to an extension. 
D. Solution

DTMF administrator will not be able to create subscriber that has more than 6 digits. To create long digits subscribers, you have to use DM.
E. Notes.

Remote user cannot access dtmf administrator if the password is default setting since V6.05. 
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